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with SecurityOnion
Wylie Bayes




Who am |7

Wylie Bayes

US Navy veteran

15 years in IT (Systems Engineering,
Virtualization/Storage, Routing/Switching,
Security)

Network Security Analyst @ Missile
Defense Agency Tier || CSSP

Currently teach Air Force personnel to be
Defensive Cyber Operations Analysts.
B.S. Computer Network Management.
CleH, CySA+, CASP, CCNA, Linux+,
Sec+, yada yada.



Lab Architecture

Services + Routing/Firewalling configurations
VMWare configurations

Syslog + Winlog Beat Data
Creating/Executing Scenarios

Analysing results

Turning itinto a CTF

Questions?

What are we
covering?




The Environment
What | used:

VMware vCenter/ESXi 6.5 with distributed switching and port mirroring.
OpenBSD 6.3
SecurityOnion 6.1

o
o
o
e Various other VMs. Kali, Windows, Linux etc
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OpenBSD 6.3
Boundary.

All .1 addresses
on all subnets.

10.99.5.1
10.99.6.1
10.99.7.1
10.99.8.1

172.16.10.1
(Public Address)

)

Port Mirror

Logical Topology

Additional Client Networks:
10.99.7.0/24
10.99.8.0/24

SecurityCenter — 10.99.7.23
Nessus scanner — 10.99.7.24

F Prlmary Detection Subnet:
10.99.6.0/24

Server 2016 DC —10.99.6.20
Server 2016 Member —10.99.6.21
SecurityOnion — 10.99.6.10
Windows 10 —10.99.6.30
Windows 10 —10.99.6.31
Windows 10 — 10.99.6.33
Windows 7 —10.99.6.32
OpenBSD —10.99.6.26
Linux Server —10.99.6.27

L CTFdserver—=10.99.6.28

Virtual Infrastructure

10.99.2.0/24 - Storage

10.99.4.0/24 — vMotion
10.99.5.0/24 — Management (vlan5)

Student Cisco 3750G
30.30.30.0/24

Ports Protocols and Services
Information:

172.16.10.1:22 -> 10.99.6.21

172.16.10.1:80 -> 10.99.6.21
172.16.10.1:445 -> 10.99.6.32
172.16.10.1:6667 -> 10.99.6.27
172.16.10.1:3632 -> 10.99.6.27




Route and Firewall all the
things!!




Services and configurations supported by OpenBSD:

e PF(Packet Filter) - /etc/pf.conf

o NAT and Firewall rules

e Sysctl IP forwarding - /etc/sysctl.conf
o  Allows NAT to function.

e DHCPd - /etc/dhcpd.conf

o  Provides DHCP to multiple different subnets on the network.

e Syslogd - /etc/syslog.conf

o  Forwards all events to SecurityOnion.

e NTPd - /etc/ntpd.conf

o  Provides NTP timing on all interfaces

e rc.local - /etc/rc.local
o  Custom tcpdump rule sending pflog0 interface to syslog.

e rc.conf.local - /etc/rc.conf.local
o  Startup services: dhcpd, pflogd, ntpd




OpenBSD 6.3
Boundary.

All .1 addresses
on all subnets.

10.99.5.1
10.99.6.1
10.99.7.1
10.99.8.1

172.16.10.1
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- 3
forgotten@wmfb-xpsi~/misc/range_configs_backup$ cat hostname.em3

'inet
|inet
inet
inet
inet
inet
inet

P N

—

N
=

172.16:.16. 1255255255, 0

alias
alias
alias
alias
alias
alias

214.84.206.1 255.255.255.0
o0 e o e e P 1 e 1 e )
180.215,100.,1 255,255,255.0
84:,10010:.1 255,255,255, 0
119z0m2041=255 . 255,255, (
184.75.36.0 -255.255.255.0




Our pf.conf file: OpenBSD

# $O0penBSD: pf.conf,v 1.55 2017/12/03 20:40:04 sthen Exp $
#

# See pf.conf(5) and /etc/examples/pf.conf

#em0 is 10.99.6.0/24 Detect network

# em1 is management 10.99.5.0/24

# em2 is student 30.30.30.0/24 network

# em3 is External Internet (Check /etc/hostname.em3 file for all IP's configured)
#em4 is 10.99.7.0/24 Protect network

#emb5 is 10.99.8.0/24 Respond network

### NAT on all networks

match out on egress inet from !(egress:network) to any nat-to (egress:0)

#i## Basic Pass out and Block rules for EM3(Public Internet) Firewall Rules ###
#Pass rules. Log on external

pass out on em0

pass out on em1

pass out on em2

pass out log on em3

pass out on em4

pass out on em5 e L L

### Block annoying IGMP query traffic and don't log ###
block in proto igmp
block out proto igmp

#More custom blocks below

OpenBSD)

### Default block on external interface ###
block in log on em3




Our ef.conf file continued:

#Comment out below line and reload rules to run scan against this network.
#block in on emO from 10.99.7.24 to 10.99.6.0/24

# Blocks Nessus scanner from reaching Respond and External public networks
block in on em3 from 10.99.7.24 to any
block in on em5 from 10.99.7.24 to any

### All Custom Firewall Rules ###

# Pass ICMP inbound at boundary

pass in log on em3 inet proto icmp from any to any

pass in on em5 inet proto icmp from any to any

# OpenBSD webserver/ssh just for some open services.

pass in log on em3 inet proto tcp from any to em3 port 22 rdr-to 10.99.6.21 port 22
pass in log on em3 inet proto tcp from any to em3 port 80 rdr-to 10.99.6.21 port 80

# Allow DHCP

pass in log inet proto udp from any to any port 69

# Windows 7 SMB vulnerable to EternalBlue

pass in log on em3 inet proto tcp from any to em3 port 445 rdr-to 10.99.6.32 port 445

# Metasploitable2 open UnreallRCd

pass in log on em3 inet proto tcp from any to em3 port 6667 rdr-to 10.99.6.27 port 6667
# Metasploitable 2 open Distcc_Exec

pass in log on em3 inet proto tcp from any to em3 port 3632 rdr-to 10.99.6.27 port 3632
# https to owaspbwa VM

#pass in log on em3 inet proto tcp from any to em3 port 80 rdr-to 10.99.8.102 port 80
#pass in log on em3 inet proto tcp from any to em3 port 3000 rdr-to 10.99.8.21 port 443

#Always allow NTP to all gateway addresses.
pass in inet proto udp from any to any port 123




Our pf.conf file continued:

#Always allow Syslog

pass in inet proto udp from any to 10.99.6.10 port 514
pass out inet proto udp from any to 10.99.6.10 port 514
pass in inet proto udp from any to 10.99.6.10 port 514
pass out inet proto udp from any to 10.99.6.10 port 514

#Always allow DNS from anywhere to management DC
pass in inet proto udp from any to 10.99.5.2 port 53
pass in inet proto tcp from any to 10.99.5.2 port 53

# Student Access Rules

# SecurityOnion http/ssh

#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.10 port 443
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.10 port 22

# HTTP to CTFd server

#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.28 port 80

# HTTP to OpenBSD webserver

pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.21 port 80

# Http to FIR

pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.8.28 port 80

# HTTP to Student Assessment Server

#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.29 port 80
pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.5.3 port 80

# SMB to share

#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.5.30 port 445
# Pass HBSS and Tenable Security Center web interfaces to student network
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.7.23 port 443
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.25 port 8007

FREE;
FUNCT 10§AL,
Avp

SECURE




VMWare and Port Mirroring

e Using the OpenBSD machine for all routing we can simply mirror those
interfaces on that VM over to our SecurityOnion instance.

Summary Monitor Configure Permissions Ports Hosts VMs Networks
¥ Setings Port Mirroring
Properties
New...
Private VLAN + New
NetFlow Session Name Y Type ¥ Status

Port Mirroring Boundary Router Mirror (Not encapsulated) Distributed Port Mirroring Enabled



VMWare Port Mirror Properties Dialog:

Sources

Boundary Router Mirror (Nof]

Enabled

Destinations

Distributed Port Mirroring
Advanced properties
Normal I/O on destination ports
Mirrored packet length
Sampling rate

Description

CANCEL




VMWare Port Mirror Sources Dialog:

Properties

Destinations t Y Y Connectee Y Traffic Direction
&) Ingress/Egress
&) Ingress/Egress

&) Ingress/Egress

ezl -




VMWare Port Mirror Destinations Dialog:

Properties

Sources ©

Destinations PortiD st P Connectee
093 = ecxi-O1.cdet loca

Efl SecOnion61




All data from OpenBSD Router VM and PF.

All web server data from OpenBSD web server.
All data from ESXi hosts.

All data from Tenable Security Center.

All data from HBSS EPO.

Syslog data
to Logstash

% Syslog.conf sending data to Logstash on
SecurityOnion




Security, Application, System, Powershell Logs
Sysmon Logs

Wl n d OWS o  Started with @SwiftOnSecurity’s config and
customized.
EVG nt IOgS + https://qithub.com/SwiftOnSecurity/sysmon-config
WinlogBeat sends data to Logstash in JSON over
Sysmon TCP 5044.



https://github.com/SwiftOnSecurity/sysmon-config

@ Q M % August 28th 2019, 15:38:17.465
QQm* 1

QQm wSng2GwBfzBnIppW3Shm

QQm seconion61:logstash-beats-2019.288.28

Q@ @ @ * doc
M % A win7-Boxi
M % A win7-Boxi
m* As6.3.e
M % A win7-Box1
O % A Win7-Box1.cdet.local
ne M % A cmd S D t -
M % A Microsoft Corporation yS m o n a a IS
rectory M % A C:\Windows\system32\
.on M % A Windows Command Processor S O RI C H '
on M % A 6.1.7601.17514 (win7spl_rtm.101119-1850) "
M % A MD5=5746BD7E255DD6ABAFABEF7C42C1BA41, SHA256=DBR6C3534064E3FC79D2763144BA53742D7FA250CA
‘Level M % A System
] D% A {B5AFEE1C-3124-5D54-0000-0020E7030000}
M % A ox3e7
mandLine Mm% A C:\Windows\System32\spoolsv.exe
cessGuid M % A {BSAFEE1C-3126-5D54-0000-0010002B0100}
cessId M % A 1028
iid Mm% A {BSAFEE1C-9FES-5D66-0000-0010B7FDBFO4 }
1 M % A 2936
M % A Microsoft® Windows® Operating System
essionId Mm% Ae
M % A 2019-08-28 15:38:17.465
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sysmon
C:\Windows\System32\cmd.exe

A Information

Microsoft-Windows-Sysmon/Operational

6.001

Process Create:

UtcTime: 2019-©8-28 15:38:17.465

ProcessGuid: {BSAFEE1C-9FE9-5D66-0000-0010B7FDBFO4}
ProcessId: 2936

Image: C:\Windows\System32\cmd.exe

FileVersion: 6.1.7601.17514 (win7spl_ritm.101119-1850)
Description: Windows Command Processor

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

CommandLine: cmd

CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {BSAFEE1C-3124-5D54-0000-0020E7030000}
LogonId: ©x3e7

TerminalSessionId: @

Integritylevel: System

Hashes: MD5=5746BD7E255DD6ABAFAR6F7C42C1BA41, SHA256=DBB6C3534964E3FC79D2763144BA53742D7FA25

ParentProcessGuid: {BSAFEE1C-3126-5D54-0000-001000280100}
ParentProcessId: 1028

ParentImage: C: dows\System32\spoolsv.exe
ParentCommandLine: C:\Windows\System32\spoolsv.exe

A Info

C:\Windows\System32\spoolsv.exe

1,256

A {577@385F-C22A-43EB-BF4C-@6F5698FFBDY}
A 32210

A Microsoft-Windows-Sysmon

beat, beats_input_codec_plain_applied

A Process Create (rule: ProcessCreate)
A 1892

A NT AUTHORITY

Sysmon Data is

so RICH!




Creating Scenarios

Traffic is mirrored internal between subnets
Traffic is mirrored to and from the simulated public internet

PPSM (Ports Protocols and Services Management)
o Shows port 22 open at the boundary and forwarding internally to 10.99.6.21
o Shows port 80 open at the boundary and forwarding internally to 10.99.6.21
o  Shows port 445 open at the boundary and forwarding internally to 10.99.6.32
o Shows port 6667 open at the boundary and forwarding internally to 10.99.6.27
o Shows port 3632 open at the boundary and forwarding internally to 10.99.6.27

These can be changed, mixed and matched at will.



Nmap results against our Boundary IP of
172.16.10.1




Analysis of our results:

e Two services immediately should look suspicious
o SMB open on port 445
UnreallRCd open on 6667
Also Distccd on 363277 Somewhat suspicious as well
Continue additional enumeration against port 80 with Gobuster, and UDP
scans.




Slanging Some Exploits!

e EternalBlue/EternalRomance
O 2 exploit/windows/smb/msl7 010 eternalblue 2017-03-14 average Yes
MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
0 auxiliary/admin/smb/msl7 010 command 2017-03-14 normal  Yes

MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows

Command Execution

e UnreallRCd

) 1 exploit/unix/irc/unreal ircd 3281 backdoor 2010-06-12 excellent No
UnrealIRCD 3.2.8.1 Backdoor Command Execution




EternalBlue




EternalBlue - Snort/Squert

I 1 1 » 16:18:26 ET ATTACK_RESPONSE Windows 7 CMD Shell from Local System
I 1 1 s 16:18:26 ET ATTACK_RESPONSE Possible MS CMD Shell openad on local system 2
I 1 1 16:18:26 ET EXPLOIT ETERNALBLUE Exploit M2 M517-010
I 1 1 16:18:26 ET EXPLOIT ETERNALBLUE Exploit M2 M517-010 2024297 s 0.212%

alert tcp any any -> any 445 (msqg:"ET EXPLOIT ETERNALBLUE Exploit M2 MS17-010"; flow:established,to_server; content:"|8000a80000000000000000000000000000000000ffff000000000000ffff00000000000000000
00000000000000000000000000000f1 dfffO00000000000000020f0dfFFO0F1 dfffffFTT600004100000000080efdfff|"; metadata: former_category CURRENT_EVENTS; reference:cve,CVE-2017-0143; dasstype:attempted-a
dmin; sid:2024297; rev:2; metadata:affected_product Windows_XP_Vista_7_8 10_Server_32_64_Bit, attack_target Client_Endpoint, deployment Perimeter, signature_severity Major, created_at 2017_05_16, perform
ance_impact Low, updated_at 2017_07_06;)

fz: downloaded.rules:7827

CATEGORIZE O EVENT(S) &= CREATEFILTER: src dst both

QUEUE ACTIVITY LAST EVENT SOURCE AGE COUNTRY DESTINATION AGE COUNTRY
2019-08-14 16:18:26 172.16,10.20 57 10.99.6.32 58
5T TIMESTAMP EVENT ID SOURCE PORT  DESTINATION PORT  SIGNATURE

o 2019-08-14 16:18:26 3.21401 172,16.,10.20 35539 10.99.6.32 445 ET EXPLOIT ETERNALELUE Exploit M2 M517-010



EternalBlue - Snort/Kibana

17:29:

17:29:

17:29:

17:29:

17:29:

17:29:

17:29:

17:29:

58.497

53.4%94

53.492

53.491

53.4%99

53.488

53.487

52.485

event_type

snort

snort

source_ip

10.99.6.32

10.99.6.32

18.99.6.32

19.99.6.32

18.99.6.32

1e.99.6.32

10.99.6.32

172.16.10.2
e

destination_ip

12.99.6.20

172.16.10.135

172.16.10.135

172.16.10.135

172.16.1€.135

172.16.10.135

172.16.10.135

172.16.12.1

message

[1:2100538:17] GPL NETBIOS SMB IPCS uniccde share access [Classification: Generic Protocol Command Decode] [P
9.6.32:48242 -> 10.99.6.20:13%

[1:2018392:1] ET ATTACK_RESPONSE Possible MS CMD Shell opened on local system 2 [Classification: Successful |
seconionél-ens192-1> {TCP} 10.99.6.32:49239 -> 172.16.10.125:80

[1:2018392:1] ET ATTACK_RESPONSE Possible MS CMD Shell opened on local system 2 [Classification: Successful
seconiongl-ens192-1> {TCP} 10.99.6.32:49239 -> 172.16.10.135:80@

[1:2102123:7] GPL EXPLOIT Microsoft cmd.exe banner [Classification: Successful Administrator Privilege Gain]
99.6.32:49239 -> 172.16.1@.135:8¢

[1:2192123:7] GPL EXPLOIT Microsoft cmd.exe banner [Classification: Successful Administrator Privilege Gain]
99.6.32:49239 ->» 172.16.1@.135:8¢@

[1:201269@:1] ET ATTACK_RESPONSE Windows 7 CMD Shell from Local System [Classification: Successful Administra
-ens192-1> {TCP} 1€.99.5.32:49239 -> 172.16.19.135:80

[1:201269@:1] ET ATTACK_RESPONSE Windows 7 CMD Shell from Local System [Classification: Successful Administra
-ens192-1> {TCP} 12.99.6.32:49239 -> 172.16.18.135:80

[1:2001569:14] ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection [Classification: Misc
{TCP} 172.16.12.20:45571 -> 172.16.10.1:445
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letc/shadow - Snort/Squert

I
-

-
-

alert tcp any any -> any any (msg:"!

17:32:11 Il fetc/shadow Detectad in Clear Text !! POSSIELE INTRUSION DETECTED !!

b

17:32:11 Il /etc/shadow Detected in Clear Text !! POSSIBLE INTRUSION DETECTED !

[etc/shadow Detected in Clear Text !! POSSIBLE INTRUSION DETECTED !!"; content:"root:$1$"; sid:9000551; rev:1;)
fiz: local.rules:5

@) CATEGORIZE 1 EVENT(S) WM  (REATEFLLTER: src dst both




/etc/shadow - Snort/Kibana

E August 14th 2019, 17:22:1Q Q snort - - [1:9000551:1] !! /etc/shadow Detected in Clear Text !! POSSIBLE INTRUSION DETECTED !! <seconionsl-ens192-1> {TCP} 10.99.6.27:34247 -> 119.6.284.35:4444
Table JSON [ View surrounding documents ][ View single document ]
@ @timestamp @ Q [@ % August 14th 2019, 17:32:12.517
t @version QQ* 1
t _id Q Q@ AuUvkiiwBTzBnIppli677P
t _index QQm seconionél:logstash-ids-2019.08.14
# _score m -
t _type QQ doc
t alert Q Q@ * [1:9000551:1] !! /etc/shadow Detected in Clear Text !! POSSIBLE INTRUSION DETECTED !! <seconion6l-ens192-1> {TCP} 10.99.6.27:34247 -> 119.6.204.35:4444
t event_type Q Q [@ * snort
t host Q Q [@ * gateway
# logstash_time Q Q@ % o.023

t message Q Q@ * [1:9000551:1] !! /etc/shadow Detected in Clear Text !! POSSIBLE INTRUSION DETECTED !! <seconion6l-ens192-1> {TCP} 10.99.6.27:34247 -> 119.6.204.35:4444



All the things Kibanal!

IP Address




Turning this all into a CTF !

ClFe”

https://qithub.com/CTFd/CTFd



https://github.com/CTFd/CTFd

Turning this all into a CTF !

Challenges Challenge 0 Solves
Challenge 0 Solves

How many other
Remote Code Execution1 machlnes were accessed W?at ﬁlehwaﬁs exg Ltra’;[ed
after the RCE1L rom the first host:

8 S

compromise? 10
7

Exfiltration
Flag Submit

Flag Submit

Challenge 0 Solves

What domain account
was used to access the
other machines from the

frst machine?

10

Insider Threat

What type of physical device [l What category based on 651l What should this organizatior ere pr—
8 8 9
Flag Submit




Thank you!! Questions??

Contact:

Twitter - @wyliebsd
Website - https://wyliebayes.com



https://wyliebayes.com




Built a new VPS @ vultr.com

& my.vultr.com W o & D @ P e i

NEWS: Introducing Vultr Object Storage! e Wylie Bayes ~

\'

Products

Products
Instances Snapshots ISOs Scripts SSH Keys DNS Block Storage Objects Reserved IPs Firewall Networks °
Billing ort
Q, Search... Location v
7

Support Server 0Ss Location Charges Status

SecOnion1

B  Dallas 1.43 » Runnin
8192 MB Server - 45.32.204.72 - ® O .

Affiliate

i

Account




Uploaded custom ISO being SecurityOnion 6.2

& my.vultr.com/iso/

NEWS: Introducing Vultr Object Storage! @ Wylie Bayes v

\'

| SO Add ISO

Products
Instances Snapshots I1SOs Scripts SSH Keys DNS Block Storage Objects Reserved IPs Firewall Networks G
Billing o
Name Status MD5 Size 1
7 securityonion-16.04.6.2.iso e o
: ® Available 788d4a659484c3f87085d1487c5040db 2,139 MB @]
Uploaded 2019-09-17 03:37:18
Support
<+ Using ISOs

Affiliate

-+ Important note about Windows

]

Account




Data Sources:

e OpenBSD 6.5 -stable VPS hosted @ArpNetworks via syslog
o OpenVPN Server
o 4 Websites including https://wyliebayes.com
o Relayd and Node.js
e OpenBSD 6.6 -current router/firewall Home boundary logs
via syslog
e Windows 10 Professional - Powerful home desktop
o Application, Security, System, Powershell, Sysmon - via
Winlogbeat
e Ubuntu 18.04 Bitwarden server hosted @DigitalOcean - via
syslog
e SecurityOnion itself being on the internet via SSH to
everyone



https://wyliebayes.com

Created a simple A record in DNS on my domain:

so.wyliebayes.com 45.32.204.72 300 w Delete



Setup some so-allow rules for my data coming in:

forgotten@SecOnionl:~$ sudo su

[sudo] password for forgotten:

Sorry, try again.

[sudo] password for forgotten:
root@SecOnionl:/home/forgotten# so-allow-view

Anywhere
22,443,7734/tcp 73. M. 149
22,443,7734/tcp 174 . . 210
514 174 R .210
22,443,7734/tcp 63 . S 143
514 73 . S 149
514 167 . S . 149
22/tcp (v6) Anywhere (v6)

5044/tcp docker® ACCEPT !docker0 40. . 233
5044/tcp docker® ACCEPT !docker® c-73-GEEEgB-149.hsd1.co.comcast.net

root@SecOnionl:/home/forgotten# |



And finally enjoy your dashboards!

€« > co ] ¢ . ! : v filtersi ] ’ o 8D W e

QOverview Fullscreen Share Clone Edit Documentation CAuto-refresh € @ Lastémonths >
‘ kibana

I Update
Discover
Visualize

Dashboard
1,000,000
800000
Timelion 600000

DevToots e 6,523,828 e

Management

2019.04:30 1 20190630 20190731 20190831

Squert ;
Bro Hunting

Logout
Log Type(s) Count

bro_syslog 2,538,700
sshd 1,688,954
yubikey 1,114,047
ossec 539,905
bro_conn 266,027
CRON 201,765
bro_weird 73,651
bro_ssh 37,963
wineventlog 24,700

su 9,844

Device Count
seconiont 3,951,928
wylie 1,557,627

€73169-46-149 981,179
Host Hunting

Sensor/Device Log Type Count
seconiont bro_syslog 2,538,700
seconiont ossec 539,905
seconion1 sshd 277,785
seconiont bro_conn 266,027
seconiont CRON 201,765

& Collapse seconion1 bro_weird 73,651

B securityonion-160...is0 A Showall | x




Q
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Fullscreen Share Clone Edit Documentation C'Auto-refresh € @ Last30days >

kibana ! Update

Discover

Visualize

Dashboard

300,000

Timelion 200,000

Alert Data 2'546'701 100000

Dev Tools

T T T T T T T T T T T T
800 201909-0618:00 2019-09-08 18:00 201909-1018:00 2019-09-1218:00 2013-09-1418:00 20190916 18:00 2019-03-1818:00 2013-09-2018:00 2019-09-2218:00 2019-09-2418:00 201909-2618:00 2019.09-28 18:00 2019-09-3018:00

Management

ca<ca@mME o P

uert.
= Bro Hunting

Logout
Protocol Count

udp 2,546,701

Host Hunting

IP Address Count IP Address Count Count
1,564,714 2,546,701 2,546,701
981,987

Collapse




Still doing pretty good storage wise as well:

f root@SecOnion1: /home/forgotten

try again.
password for forgot:en:
i 1§

t@SecOnionl:
sguil server
ossec_agent (sguil)

Type Host Stat
standalone localhost running

netsniff-ng (full packet data)
_agent (sguil)
t_agent-1 (sguil)
t-1 (alert data)
barvyardzf‘ ( er, unified2 format)

orgotten# df -h

Used Avail U Mounted on

/dev

/run

A

/dev/shm

/run/lock

/sys/fs/cgroup

/run/u |

/run/user/1000

/var/lib/do r/overlay 90e8cbb57£f30ccc97eaabe’2 7d7ab>ca3cM ££535cfaldd1467230c/merged

15G /var/lib/doc ar o 2 deﬂréfcb270 9 { 179 /bd7037cc4 df 24 /merged

15G /var/lib/do DI/Jvﬂllgyé/lAf 5 0 g

156 135G /var/lib/docker/overlay2/9ec78 0 2ef8 b€2au€d354Fu75£b7c~c5fcl7 aa%alEjB/mﬂ jaj
156 1 5 0 /var/lib/do er/ovarlay2/£7fd€5c29ueLf 2f 57@3' 9@7££3Haklb\o74bcl lrb7a5@’ 8a01b00b4 /merged
15G e 0% /var/lib/docker/overlay2/5cbf38e5931be7b32c4d
15G 0% /var/lib/docker/overlay2/eff243daedbc09fdbcd58

t@SecOnionl: /home/forgott

0

0

0
8.0K
15G

NN WO W W

e




MORE Bonus Content!!



Port 8 mirrors
port 1 and
goes to
SecOnion VM

Public
Interface



https://smile.amazon.com/gp/product/B00K4DS5KU/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1
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Thank you!! Questions??

Contact:

Twitter - @wyliebsd
Website - https://wyliebayes.com



https://wyliebayes.com

