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Who am I?                                               
Wylie Bayes

● US Navy veteran
● 15 years in IT (Systems Engineering, 

Virtualization/Storage, Routing/Switching, 
Security)

● Network Security Analyst @ Missile 
Defense Agency Tier II CSSP

● Currently teach Air Force personnel to be 
Defensive Cyber Operations Analysts.

● B.S. Computer Network Management.
● C|eH, CySA+, CASP, CCNA, Linux+, 

Sec+, yada yada.



What are we
covering?

● Lab Architecture
● Services + Routing/Firewalling configurations
● VMWare configurations
● Syslog + Winlog Beat Data
● Creating/Executing Scenarios 
● Analysing results
● Turning it into a CTF
● Questions?



The Environment
What I used:

● VMware vCenter/ESXi 6.5 with distributed switching and port mirroring.
● OpenBSD 6.3
● SecurityOnion 6.1
● Various other VMs. Kali, Windows, Linux etc





Route and Firewall all the 
things!!



Services and configurations supported by OpenBSD:

● PF(Packet Filter) - /etc/pf.conf
○ NAT and Firewall rules

● Sysctl IP forwarding - /etc/sysctl.conf
○ Allows NAT to function.

● DHCPd - /etc/dhcpd.conf
○ Provides DHCP to multiple different subnets on the network.

● Syslogd - /etc/syslog.conf
○ Forwards all events to SecurityOnion.

● NTPd - /etc/ntpd.conf
○ Provides NTP timing on all interfaces

● rc.local - /etc/rc.local
○ Custom tcpdump rule sending pflog0 interface to syslog.

● rc.conf.local - /etc/rc.conf.local
○ Startup services: dhcpd, pflogd, ntpd



OpenBSD - ifconfig output



Boundry IPs



Our pf.conf file:

# $OpenBSD: pf.conf,v 1.55 2017/12/03 20:40:04 sthen Exp $
#
# See pf.conf(5) and /etc/examples/pf.conf
# em0 is 10.99.6.0/24 Detect network
# em1 is management 10.99.5.0/24
# em2 is student 30.30.30.0/24 network
# em3 is External Internet (Check /etc/hostname.em3 file for all IP's configured)
# em4 is 10.99.7.0/24 Protect network
# em5 is 10.99.8.0/24 Respond network
### NAT on all networks
match out on egress inet from !(egress:network) to any nat-to (egress:0)

### Basic Pass out and Block rules for EM3(Public Internet) Firewall Rules ###
#Pass rules.  Log on external
pass out on em0
pass out on em1
pass out on em2
pass out log on em3 
pass out on em4
pass out on em5

### Block annoying IGMP query traffic and don't log ###
block in proto igmp
block out proto igmp

#More custom blocks below

### Default block on external interface ###
block in log on em3



Our pf.conf file continued:
#Comment out below line and reload rules to run scan against this network.
#block in on em0 from 10.99.7.24 to 10.99.6.0/24 

# Blocks Nessus scanner from reaching Respond and External public networks
block in on em3 from 10.99.7.24 to any 
block in on em5 from 10.99.7.24 to any

### All Custom Firewall Rules ###
# Pass ICMP inbound at boundary
pass in log on em3 inet proto icmp from any to any 
pass in on em5 inet proto icmp from any to any
# OpenBSD webserver/ssh just for some open services.
pass in log on em3 inet proto tcp from any to em3 port 22 rdr-to 10.99.6.21 port 22
pass in log on em3 inet proto tcp from any to em3 port 80 rdr-to 10.99.6.21 port 80
# Allow DHCP
pass in log inet proto udp from any to any port 69
# Windows 7 SMB vulnerable to EternalBlue
pass in log on em3 inet proto tcp from any to em3 port 445 rdr-to 10.99.6.32 port 445
# Metasploitable2 open UnrealIRCd
pass in log on em3 inet proto tcp from any to em3 port 6667 rdr-to 10.99.6.27 port 6667
# Metasploitable 2 open Distcc_Exec
pass in log on em3 inet proto tcp from any to em3 port 3632 rdr-to 10.99.6.27 port 3632
# https to owaspbwa VM 
#pass in log on em3 inet proto tcp from any to em3 port 80 rdr-to 10.99.8.102 port 80
#pass in log on em3 inet proto tcp from any to em3 port 3000 rdr-to 10.99.8.21 port 443

#Always allow NTP to all gateway addresses.
pass in inet proto udp from any to any port 123



Our pf.conf file continued:
#Always allow Syslog
pass in inet proto udp from any to 10.99.6.10 port 514
pass out inet proto udp from any to 10.99.6.10 port 514
pass in inet proto udp from any to 10.99.6.10 port 514
pass out inet proto udp from any to 10.99.6.10 port 514

#Always allow DNS from anywhere to management DC
pass in inet proto udp from any to 10.99.5.2 port 53
pass in inet proto tcp from any to 10.99.5.2 port 53

# Student Access Rules
# SecurityOnion http/ssh
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.10 port 443
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.10 port 22
# HTTP to CTFd server
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.28 port 80
# HTTP to OpenBSD webserver
pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.21 port 80
# Http to FIR
pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.8.28 port 80
# HTTP to Student Assessment Server
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.29 port 80
pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.5.3 port 80
# SMB to share
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.5.30 port 445
# Pass HBSS and Tenable Security Center web interfaces to student network
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.7.23 port 443
#pass in on em2 inet proto tcp from 30.30.30.0/24 to 10.99.6.25 port 8007 



VMWare and Port Mirroring

● Using the OpenBSD machine for all routing we can simply mirror those 
interfaces on that VM over to our SecurityOnion instance.



VMWare Port Mirror Properties Dialog:



VMWare Port Mirror Sources Dialog:



VMWare Port Mirror Destinations Dialog:



Syslog data 
to Logstash

● All data from OpenBSD Router VM and PF.
● All web server data from OpenBSD web server.
● All data from ESXi hosts.
● All data from Tenable Security Center.
● All data from HBSS EPO.

❖ Custom TCPDump for PF:

❖ Syslog.conf sending data to Logstash on 
SecurityOnion



Windows 
Event logs + 
Sysmon

● Security, Application, System, Powershell Logs
● Sysmon Logs

○ Started with @SwiftOnSecurity’s config and 
customized. 
https://github.com/SwiftOnSecurity/sysmon-config

● WinlogBeat sends data to Logstash in JSON over 
TCP 5044.

https://github.com/SwiftOnSecurity/sysmon-config


Sysmon Data is 
so RICH!



Sysmon Data is 
so RICH!



Creating Scenarios
● Traffic is mirrored internal between subnets
● Traffic is mirrored to and from the simulated public internet
● PPSM (Ports Protocols and Services Management)

○ Shows port 22 open at the boundary and forwarding internally to 10.99.6.21
○ Shows port 80 open at the boundary and forwarding internally to 10.99.6.21
○ Shows port 445 open at the boundary and forwarding internally to 10.99.6.32
○ Shows port 6667 open at the boundary and forwarding internally to 10.99.6.27
○ Shows port 3632 open at the boundary and forwarding internally to 10.99.6.27

● These can be changed, mixed and matched at will.



Nmap results against our Boundary IP of 
172.16.10.1



Analysis of our results:
● Two services immediately should look suspicious

○ SMB open on port 445
○ UnrealIRCd open on 6667
○ Also Distccd on 3632?? Somewhat suspicious as well
○ Continue additional enumeration against port 80 with Gobuster, and UDP 

scans.



Slanging Some Exploits!
● EternalBlue/EternalRomance

○ 2  exploit/windows/smb/ms17_010_eternalblue       2017-03-14       average  Yes     

MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption

○ 0  auxiliary/admin/smb/ms17_010_command           2017-03-14       normal   Yes     

MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows  
Command Execution

● UnrealIRCd
○ 1  exploit/unix/irc/unreal_ircd_3281_backdoor  2010-06-12       excellent  No      

UnrealIRCD 3.2.8.1 Backdoor Command Execution



EternalBlue



EternalBlue - Snort/Squert 



EternalBlue - Snort/Kibana 



UnrealIRCD



/etc/shadow - Snort/Squert 



/etc/shadow - Snort/Kibana



All the things Kibana!



Turning this all into a CTF !

https://github.com/CTFd/CTFd

https://github.com/CTFd/CTFd


Turning this all into a CTF !



Thank you!!  Questions??

Contact:

Twitter - @wyliebsd
Website - https://wyliebayes.com 

https://wyliebayes.com


Putting Security Onion in 
the Cloud is Pretty Easy!



Built a new VPS @ vultr.com



Uploaded custom ISO being SecurityOnion 6.2



Data Sources:

● OpenBSD 6.5 -stable VPS hosted @ArpNetworks via syslog
○ OpenVPN Server
○ 4 Websites including https://wyliebayes.com 
○ Relayd and Node.js

● OpenBSD 6.6 -current router/firewall Home boundary logs 
via syslog

● Windows 10 Professional - Powerful home desktop
○ Application, Security, System, Powershell, Sysmon - via 

Winlogbeat
● Ubuntu 18.04 Bitwarden server hosted @DigitalOcean - via 

syslog
● SecurityOnion itself being on the internet via SSH to 

everyone

https://wyliebayes.com


Created a simple A record in DNS on my domain:



Setup some so-allow rules for my data coming in:



And finally enjoy your dashboards!





Still doing pretty good storage wise as well:



MORE Bonus Content!!



Port 8 mirrors 
port 1 and 
goes to 
SecOnion VM

https://smile.amazon.com/gp/product/B00K4DS5KU/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1

Public 
Interface

Port 1 
goes 
to Port 
1 - 
LAN 
side

https://smile.amazon.com/gp/product/B00K4DS5KU/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1




Thank you!!  Questions??

Contact:

Twitter - @wyliebsd
Website - https://wyliebayes.com 

https://wyliebayes.com

